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Framework for Virtualized Intelligent Electronic Devices
VIEDs including a real-time physical simulator, an SDN

FRAMEWORK FOR VIRTUALIZED INTELLIGENT ELECTRONIC DEVICES IN controller, and an intrusion detection module.
SMART GRIDS

The proposed simulation framework serves as an advanced testing and analysis tool for critical cyber-physical power system developments. It
comprises of i) VIED setup, ii) software defined networking & network function virtualization (SDN/NFV), and iii) cyber security intrusion detection

system (IDS) ii) SDN/NFV Network Model & QoS

i) Virtual IEDs Transitioning to VIEDs is motivated by: Several performance concerns can be monitored

\ at the level of the SDN controller:
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iii) CYBERSECURITY OF VIED/SDN FRAMEWORK
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Communication network model managed under the SDN
framework and possible attack surfaces.

OFFSHORE WIND CASE STUDY CONCLUSION
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